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1
Discussion

KI#2.2 is defined in TR 23.700-54 as follows:

5.2.2
Key Issue #2.2: Simplified ATSSS architecture over non-3GPP access

5.2.2.1 
Description
The current ATSSS architecture requires that non-3GPP access is provided via the trusted or untrusted non-3GPP access procedures. This means that to enable ATSSS either a TNGF or an N3IWF is deployed. This key issue studies whether and how to define a functional architecture and procedures for steering, switching, and splitting of traffic not utilising the TNGF/N3IWF as specified in Rel-18 and earlier releases (TS 23.501 [3]) to simplify the network operation over non-3GPP access, without compromising the security of the 5G network. In particular, this key issue studies the following issues:

1)
Protocol stack simplification 

-
Whether and how to eliminate the NAS signalling connection over non-3GPP access, or not.

-
Whether and how to eliminate IPSec tunnel encapsulation on the user plane only or both on the control plane and the user plane, in order to simplify the UE protocol stack and reduce the user plane overhead.

2)
"non-3GPP access without 5G NAS over non-3GPP".

-
Whether and how to support splitting, switching, steering between 3GPP access and "non-3GPP access without 5G NAS".

-
Whether and how to enhance registration and security aspects for supporting "non-3GPP access without 5G NAS over non-3GPP". This may include studying also whether registration would be used over non-3GPP access.

2
Proposal

It is proposed to agree the candidate solution for inclusion in TR 23.700-54.

*** BEGIN CHANGES ***
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*** NEXT CHANGE ***
6.X
Solution #X: Simplified architecture for ATSSS using MPQUIC
6.X.1
Key Issue mapping

This solution addresses Key Issues #2.2 (Simplified ATSSS architecture over non-3GPP access).

6.X.2
Description

Depicted in Figure 6.X.2-1 is a simplified ATSSS architecture whereby the UE establishes a second QUIC path to the MPQUIC Proxy functionality in the UPF directly via the Internet i.e. without any proxy 5G-AN function (such as N3IWF or TNGF). 
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Figure 6.X.2-1: Simplified architecture for ATSSS support using MPQUIC
The following are the salient features of the simplified architecture for ATSSS over non-3GPPP access illustrated in Figure 3:

-
UE has no N1 (NAS) signalling connection with the 5G Core (5GC) network over non-3GPP access.

-
The UPF (PSA) must have at least one transport address (i.e. an IP address and a port number) that is reachable via the Internet.

-
Before using non-3GPP access, the UE must first have an established PDU Session with 5GC over 3GPP access.

-
While establishing PDU Session over 3GPP access the UE indicates its capability and willingness to use simplified ATSSS architecture over non-3GPP access.

-
In response, 5GC provides the UE with information (i.e. UPF transport addresses, etc.) for direct access via the Internet.

6.X.3
Procedures

Depicted in Figure 6.X.3-1 is a call flow describing establishment of a MA PDU Session using simplified architecture over non-3GPP access and using MPQUIC.
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Figure 6.X.3-1: Establishment of MPQUIC connection using simplified architecture over non-3GPP access

1.
UE registers with the 5GC network via 3GPP access.

2.
UE requests a Multi Access PDU Session (MA PDU Session) using the PDU Session Establishment Request message and includes an indication (SimpleATSSS) that it is capable and willing to use ATSSS based on MPQUIC for this MA PDU Session while relying on simplified ATSSS architecture over non-3GPP access.

NOTE 1:
The MA PDU Session in this solution is different from the MA PDU Session in Rel-18 in that it is transparent to the AMF.
3.
Based on the received SimpleATSSS indication the SMF selects a UPF that is capable for the simplified ATSSS functionality i.e. a UPF that supports being accessed directly via the Internet. The SMF sends an N4 Session Establishment (or Modification) Request to the UPF including request for SimpleATSSS information (i.e., MPQUIC proxy enablement for MPQUIC, transport modes, security methods for the MPQUIC path via the Internet).
4.
The UPF allocates MPQUIC Proxy IP address information (IP address and port number) for 3GPP access and a Link-Specific Multipath IP address for 3GPP Access to be used by the UE. These two addresses (plus the port number that will be assigned locally by the UE) define the first QUIC path that will be established between the UE and the MPQUIC Proxy in the UPF (in step 6).

The UPF also allocates an MPQUIC Proxy IP address information (IP address and port number) for non-3GPP Access (i.e. the UPF transport address that is to be used as termination point for the second MPQUIC path).

The UPF replies to the SMF with an N4 Session Establishment (or Modification) Response including SimpleATSSS Information (i.e. MPQUIC Proxy address information items, the Link-Specific Multipath IP address for 3GPP access).

NOTE 2:
It is noted that UE is also assigned with an IP address associated with the overall MA PDU Session that is visible by the application layer. The IP address associated with the overall MA PDU Session is different from the Link-Specific Multipath IP address for 3GPP Access, the latter being used only for the operation of the MPQUIC functionality over 3GPP access.
5.
The SMF sends a PDU Session Establishment Response message to the UE, including the SimpleATSSS Information received from the UPF in step 4. This information includes the following: 

-
MPQUIC Proxy address information (IP address and port number) for 3GPP access

-
MPQUIC Proxy address information (IP address and port number) for non-3GPP access

-
Link-Specific Multipath IP address for 3GPP Access
6.
UE establishes an MPQUIC connection with the UPF over 3GPP access using the information received in the PDU Session Establishment Response message.

NOTE 3:
A Multi Path QUIC (MPQUIC) connection is an established QUIC connection where the parameters for multipath transport have been successfully negotiated. Therefore, in the remainder of the text of this solution the terms QUIC connection and MPQUIC connection can be used interchangeably.

UE receives the following information from UPF using inherent QUIC mechanisms:

-
At least two Connection IDs for a QUIC connection: A QUIC connection can be associated with multiple Connection IDs. To support multi-path QUIC operation, the QUIC endpoints must use different Connection IDs on different paths (see IETF draft-ietf-quic-multipath [yy]). 
-
Token for Address Validation: The UE must present a token in the initial QUIC handshake to prove its IP address to the UPF, mitigating against potential spoofing and amplification attacks. This token is used as part of QUIC's path validation mechanism.

-
Instructions for Path Validation: Guidance on how the UE should proceed with QUIC path validation once the QUIC connection is established. This includes an expectation of a PATH_CHALLENGE frame from the UPF and how the UE should respond.
7.
UE obtains a local IP address from the non-3GPP access. This IP address, combined with a UE-assigned port number, is to be used as UE’s transport address for the MPQUIC path established over non-3GPP access and via the Internet.

8.
UE initiates validation of the new path with the UPF via non-3GPP access as defined in the QUIC specification (IETF RFC 9000 [xx]) and the QUIC multi-path extensions (IETF draft-ietf-quic-multipath [yy]). 


The UE selects an unused Connection ID provided by the UPF for the new path in step 6 and sends a packet containing a PATH_CHALLENGE frame, initiating the path validation process. This action demonstrates the UE's intention to establish or migrate to a new path using the selected Connection ID. The UPF receives the PATH_CHALLENGE and responds with a PATH_RESPONSE frame, acknowledging the challenge and completing the path validation process. This exchange ensures the UE and UPF can securely communicate over the new path.


The UPF sends a PATH_CHALLENGE frame to the UE for path validation as part of its response. The PATH_CHALLENGE frame contains data that the UE must echo back in a PATH_RESPONSE frame, proving the bidirectional validity of the path. This step is crucial for establishing that the UE can receive and send packets on this new path, providing assurance against potential address spoofing and ensuring the integrity of the connection path.

9-10. Once the new path has been validated, the UPF informs the SMF of the establishment of the new path using the N4 Session Report procedure.

11.
Having been informed of the establishment of the new path, the SMF may provide updated N4 rules to the UPF using the N4 Session Modification procedure.

12.
The UE and UPF can start sending data packets via the new path. Packets belonging to the same QUIC connection can be routed via either of the two paths.

6.X.4
Impacts on services, entities and interfaces
UPF impact:

-
Includes an MPQUIC Proxy functionality that can be accessed either via 3GPP access or via the Internet.
-
Has at least one transport address (IP address + port number) for QUIC connection attempts routed via the Internet.
-
Generates two MPQUIC Proxy address information items (instead of one in Rel-18) to be used by the UE: one each to be used by the QUIC client for QUIC paths established via 3GPP access and non-3GPP access, respectively.  
-
Generates one Link-Specific Multipath IP address (instead of two in Rel-18) to be used by the QUIC client in the UE via 3GPP access.
-
Notifies “SimpleATSSS events” (e.g. establishment of a new QUIC path) to the SMF using the N4 Session Report procedure.
SMF impact:

-
Ability to select a UPF capable of simplified architecture for ATSSS using MPQUIC.

-
Receives notifications for “SimpleATSSS events” (e.g. establishment of a new QUIC path) from the UPF using the N4 Session Report procedure.
UE impact:

-
Includes an MPQUIC Client functionality that can establish QUIC paths via 3GPP access and over non-3GPP access via the Internet.
-
Receives two MPQUIC Proxy address information items (instead of one in Rel-18) from the SMF: one each to be used by the QUIC client for QUIC paths established via 3GPP access and non-3GPP access, respectively.  
-
Receives one Link-Specific Multipath IP address (instead of two in Rel-18) to be used by the QUIC client via 3GPP access.
*** END CHANGES ***
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